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“Necessity is the mother of
all inventions”

- PROVERB, UNKNOWN
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Once upon a time, this
was the best possible
way to manage Public
Records.
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Then the amount of
Public Records
started growing.
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Which led to the
unimaginable
Records Chaos by
late 20" century
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The Plattform _.

An Electronic
Records

Management
System




An Electronic Records Management

Platftorm _

?_.

V-
RECORDS
LIFECYCLE

CAPTURE

Records from any source, any record type with
metadata electronically.

MANAGE

Digital records securely, maintain integrity in an
auditable manner.

DISSEMINIATE

Records internally or to external recipients, assign
tasks etc electronically.

DISPOSE

Records retention, transfer, destroy or legal hold
electronically to meet compliance requirements.

Archive records for long-term preservation and to
retain vital nation’s memory in electronic manner.



SUCCESS STORY

Digital Document Management System

COMPLETE LIFECYCLE

MANAGEMENT
DDMS 2.0 for Govt of Malaysia

caters to end-to-end records
lifecycle.

MULTI-TENANT PLATFORM

One-of-a-kind of platform in the world
to cater to over 400 government
agencies on a single platform.

COMPLIANCE TO
REGULATIONS
DDMS 2.0 complies to MS ISO

16175, ISO 15489 and ISO 27001
standards.

(DDMS 2.0) for Govt. of Malaysia __,

NEWS RECIONAL © BUSINESS TIMES

W NEW T B s £ - .
STRAITSTIVMES  BUSINESS TIMES

Government agencies go digital to improve operational
efficiency and user productivity

DDOMS?0

TIOCUMENT MAMADEANNT 8V

Management of government afficial records electronically according to life cycle
starting from crestion, storage, maintenance and disposal
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DOMS 2.0 1s hoped to be a comprehensive slectronic record management system across pubdic sector enterprises in a bid
%0 move sowards a dlgital workplace. - DDMS 20




SUCCESS STORY

Digital Document Management System
DDMS 2.0) for Govt. of Malaysia _,

NEWS RECIONAL © BUSINESS TIMES

STRAITSTIVES  BUSINESS TIMES : T
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TECHNOLOGY STACK Government agencies go digital to improve operational -
_ , efficiency and user productivity
DDMS 2.0 is based on Enterprise

s
edition of Open Source platform, e oo i oB - E a

Alfresco.

Management of government afficial records electronically according to life cycle
starting from crestion, storage, maintenance and disposal

CONTINOUS INNOVATION
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platform to continuously enhance
platform capabilities.
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Digital Signatures _.

To Digitalize
Records

Creation and
Security




DIGITAL SIGNATURES

Digital Signatures _.

KEY CHARACTERISTICS

VISUAL ELECTRONIC
SIGNATURE

DIGITAL CRYPTOGRAPHIC
SIGNATURE (e.g. SHA-512)

KYC / ID VERIFICATION

LONG-TERM VALIDATION (LTV)

AUDIT TRAIL AND TIME
STAMPING

IMMUTABLE STORAGE
(WORM COPLIANT)



DIGITAL SIGNATURES

Digital Signatures _.

THE INDUSTRY COMPLIANCE

21 CFR Part 11 is a regulation by the U.S. FDA that sets criteria for
electronic records and electronic signatures, ensuring they are
trustworthy, reliable, and equivalent to paper records and handwritten
signatures.

It covers system validation, audit trails, record retention, user access
controls, and electronic signature standards.




DIGITAL SIGNATURES

Digital Signatures _.

T—

Signer's Identity
Date and Time Stamp
Signature Meaning

Document Identification
Signature Method

Authentication Data

Audit Trail Information
Certification Authority Information
System and Device Information

Signature Status

Full name, unique user ID or credentials

Exact date and time of signature, time zone information

Purpose of the signature (e.g., approval, review), context or reason for signing
Unique document identifier, version number or revision history

Technology or method used (e.g., digital certificate, biometric), cryptographic algorithm or
encryption details

Authentication method (e.g., password, MFA), authentication tokens or session data
Reference to audit trail entry, logs of actions taken before, during, and after signing
Details of Certificate Authority (CA), certificate serial number, validity period

System or device identification, IP address, MAC address, or other device identifiers

Status of the signature (e.g., valid, invalid, revoked), signature verification checks and results



Automation _.

To Improve
Records
Management
Practices
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AUTOMATION

Automation for Records _.

ENDLESS POSSIBILITIES

AUTOMATED METADATA
EXTRACTION

AUTOMATED RECORD FILING

AUTOMATED RECORD
CLASSIFICATION




AUTOMATION

Automation for Records _.

Intelligent Document Processing (IDP) is an
advanced form of document automation that uses
artificial intelligence (Al) technologies like machine
learning, natural language processing (NLP), and
computer vision to extract, classify, and validate data
from documents.

Unlike traditional Optical Character Recognition
(OCR), which merely converts images of text into
machine-readable text, IDP adds layers of
intelligence to understand context, recognize
patterns, and automate workflows, making it more
efficient and accurate in handling complex
documents.

Key Points:

v' Advanced Al Integration: Uses Al, machine learning,
and NLP for enhanced data processing.

v' Context Understanding: Recognizes and interprets the
context of the data, not just the text.

v Data Validation: Automates data verification and
validation processes.

v' Complex Document Handling: Efficiently processes
various document types and formats.

v" Workflow Automation: Integrates with business
processes to automate entire workflows beyond simple
text extraction.



Blockchain _.

Blockchain
to ensure

Records
Integrity @




Blockchain for Records _.

RECORDS MANAGERS BLOCKCHAIN
h ) o - »  Hash Function » ﬁ 1010011101
») then the document i nvakd ()
G
CHALLENGE SOLUTION
Ensuring the authenticity and New way to ensure electronic

integrity of records. systems offer integrity.



BLOCKCHAIN

Blockchain for Records _.

Digital Signatures Validate Record Authenticity
A common form of transactional data, A blockchain could be used to provide authenticity for a record. When an organization provides a
can be stored on a blockchain. record to users, it can usually provide provenance and certification that it is a true and accurate copy.
Currently when we digitally sign an _ . . o N
electronic textual document. such as If there is any question afterwards, it would have to be compared to the original. If the certificate of
a PDF, the signature is storéd in the authenticity is retained in a blockchain, the record could be re-hashed to determine if any changes or
docum’ent itself alterations have been made.
A — Hash
:: Algorithm = B
_ e 1110100101
Client Signed.__
Document
Hash
g Algorithm » [_]
?=
10100101 Decryption | JOI1G) I

Signed
Document

Reference: https://www.archives.gov/files/records-mgmt/policy/nara-blockchain-whitepaper.pdf



Artificial Intelligence _.

Al to enrich
Records

Intelligence




ARTIFICIAL INTELLIGENCE

Al for Records _.

ENDLESS POSSIBILITIES

FRAUD DETECTION

Pl DETECTION

AUTO CLASSIFICATION

TAGS GENERATION

KNOWLEDGE MANAGEMENT

RECORDS TIMELINE




Ensuring the authenticity and
integrity of records.

ARTIFICIAL INTELLIGENCE

The Challenge _.

RECORDS MANAGERS

Ly

TYPES OF DOCUMENT FORGERY

Document forgery encompasses a wide range of deceptive practices
involving the manipulation of documents to deceive others into believing
they are genuine. Some common types of document forgery include:

» Signature forgery: Fraudsters alter or replicate signatures to
misrepresent a document’s authenticity and authorization.

» Altered content: Documents are tampered with to change critical
information, such as dates, amounts, or terms.

« Counterfeit documents: Criminals create completely fake
documents to impersonate legitimate ones.

* Photocopy manipulation: Unauthorized alterations are made to
photocopies of documents to present false information.



ARTIFICIAL INTELLIGENCE
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Al to detect F
AN
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1. EXIF and XMP data analysis: Metadata within \ "
document files provides vital information about ~—=7 _ , ,
) ) Document with manipulations Fingerprint - manipulated text
post-scanning alterations and the software used

for modifications. o
Office puror

2. Scan fingerprint analysis: This method ooy e

[E— .t v o Oniwlims 11BN $ 0%
| Hisan Pooon Daer  HIRATY A%

involves scrutinizing subtle patterns in document o e
scans that may reveal manipulations that are s D
barely visible to the human eye. By detecting o
these anomalies, the platform can expose
potential document forgeries.

3. Copy-paste detection: Al algorithms can J

identify instances of identical text, exposing (R LTETT I P s
fraudulent alterations made by copying and = L

e

pasting text. This method enhances the
detection of forged documents and ensures the
integrity of critical information.
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Al for PIll detection
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Ensuring the sensitivity of
information in records.

Showng 1102l 10 ’ oy par page 75 -



ARTIFICIAL INTELLIGENCE

Al for Tags Generation

KNOWLEDGE WORKERS
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Assign tags to records for easy
retrieval, specially when uploading \
bulk records.
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ARTIFICIAL INTELLIGENCE

Al for Records Summarization

KNOWLEDGE WORKERS
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ARTIFICIAL INTELLIGENCE

Al for Language Translation

KNOWLEDGE WORKERS

Translate a record for
dissemination to disparate
audience.
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ARTIFICIAL INTELLIGENCE

Al for Knowledge

KNOWLEDGE WORKERS

Ask questions, extract
information from complex
documents quickly.
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Concluding

Benefits of Emerging Technologies — #
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v" Improved user productivity.

v Information Intelligence

v"Improved record integrity,
validation and trust.
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v'Improved user productivity. e
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