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MS ISO/IEC 17025:2005
7 MAC 2013

TRANSITION TO 
MS ISO/IEC 17025:2017

19 FEB 2019

MS ISO/IEC 17025:2017
17 NOV 2020



MS ISO/IEC 27001:2013
15 JAN 2024

ACCREDITATION

RMP FORENSIC LAB



RMP FORENSIC LAB



Digital forensics (sometimes known as digital forensic science) is a 
branch of forensic science encompassing the recovery and 
investigation of material found in digital devices, often in relation 
to computer crime

WHAT IS DIGITAL FORENSIC SCIENCE?

Identify Preserve Collect Analyse Report
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ROLE AND FUNCTION?

Digital forensics is the process of 
uncovering and interpreting 
electronic data. The goal of the 
process is to preserve any evidence 
in its most original form while 
performing a structured investigation 
by collecting, identifying, and 
validating the digital information to 
reconstruct past events..
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DETECTIVE

• Find information about best recipe 

INVESTIGATION OFFICER

• Collect all the material for cooking 

EXPERT

• Choose and list down the best item to be cook

DEPUTY PUBLIC PROSECUTORS & LAWYERS 

• Cook the item given

JUDGE

• Taste the food  & comments
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“When wireless is perfectly applied the 
whole earth will be converted into a huge 
brain, which in fact it is, all things being 
particles of a real and rhythmic whole. We 
shall be able to communicate with one 
another instantly, irrespective of distance. 
Not only this, but through television and 
telephony we shall see and hear one 
another as perfectly as though we were 
face to face, despite intervening distances 
of thousands of miles; and the instruments 
through which we shall be able to do his 
will be amazingly simple compared with 
our present telephone. A man will be able 
to carry one in his vest pocket.”

Nikola Tesla, 1926
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“The Internet of Things is about

empowering computers so they 

can see, hear and smell

the world for themselves”
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DIGITAL DEVICES
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CELLPHONES DATA ANALYSIS

DATA COLLECTED:
• Call logs
• SMS
• Calendars
• Notes
• Network Info
• Web History
• Social Media
• Pictures
• Videos
• Audio
• Documents
• Files
• Apps Data
• Credentials 

70% Cases are PHONES
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TOP 3 DEVICES TO ACCESS INTERNET

TOP 5 ONLINE ACTIVIES

RMP FORENSIC LAB



RMP FORENSIC LAB



ARTIFICIAL INTELLIGENCE

FACE RECOGNITION

CCTV AI

SMART APPLIANCE BIG DATA

MACHINE LEARNING

NETWORKING
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TECHNOLOGY CRIME
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DATA RECOVERY IRIS METAVERSE

DRONE FORENSIC VEHICLE FORENSICVOICE FORENSIC



BEWARE OF SCAMERS

RMP FORENSIC LAB



SPECIAL TASK FORCE
Malaysia Internet Crimes Against Children (MICAC)
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DELETED, 
FORMATED & 
WIPED
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What happen when a file is deleted ?
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What happen when the drive is formated ?
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MBR =  DELETED
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DATA

M
B

R

What happen when the drive is WIPED ?

EVERY SINGLE BIT OF DATA WILL BE OVERWRITTEN 
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CASE STUDY
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ANALYSE

(examine recovered data, search for potential evidence)
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(examine recovered data, search for potential evidence)
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https://i.ytimg.com/vi/CwEyB42swMU/maxresdefault.jpg
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Soccer Gambling Case,
July 2010
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Sosilawati Murder Case, 
Sept 2010
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Sosilawati Murder Case, 
Sept 2010

• 11 phone received (2 of the phone was water damage – found 
submerge in drain after 2 weeks)

• Clean and dry both of the water damage phone, did basic data 
recovery process.

• Manage to get full data from both phones with a lot of 
communication data that been presented in court.

• Some CCTV footage of the vehicle used and movement of 
suspect in this case was analyzed
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INSULT SULTAN JOHOR CASE,
Oct 2010
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Lahad Datu Intrusion, 
February 2014
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Lahad Datu Intrusion, 
February 2014

• Was involve as part of DVI  team– Disaster Victim Identification 
Team

• Recovered many phones, memory cards, SIM cards and 
pendrive from all deceased at ground zero. 

• Clean and dry all digital evidences and did some basic data 
recovery process.

• Manage to get full data from all the device with a lot of 
communication data been used for investigation.
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Lahad Datu Intrusion, 
February 2014
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Ops SAR MH370, 
Mac 2014
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• More than 2000 CCTV cameras with recording for 2 months of 
activities at KLIA airport was analyzed 

• The pilot full set of personal computer (flight simulation game 
system) that found at his house was analyzed

•  voice recording of the MH370 and ATC communication was 
analyzed 

Ops SAR MH370, 
Mac 2014
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http://www.freemalaysiatoday.com/wp-content/uploads/2015/07/MH17.jpg
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Ops Tiris UPSR
Oct, 2014

• Task force led by PDRM, which consist of 
CSM and MCMC as member

• Question set was distributed via 
Whatsapp mobile phone application

• Case Objective: to identify sharers of the 
UPSR exam questions

• The task force team succeeded in 
making a correlation between senders 
and receivers, resulting in arrestments of 
several suspects
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http://www.hpiemblem.com/images/products/patches/government-patches/large/diplomatic-security-service-embroidered-patch.jpg

DIGITAL FORENSIC EXPERT CERTIFICATION 
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Q & A
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ACP MUHAMMAD ZULKIFLY BIN MOHD ISA
HEAD OF PHYSICAL SECTION 
EnCE, ACE, ENSA, CHFI, CEH

muhdzulkifly@rmp.gov.my
603 9106 5745
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